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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

1 . Claims 1-6, 13, 15-16 and 22-27 are rejected under 35 U.S.C. 1 02(b) as being 
anticipated by Froula (U.S. Patent Number 6,356,767 B2). 

Regarding claim 1 } Froula discloses a method for controlling access to a wireless 
communication system, which reads on claimed "system for facilitating wireless data 
communication," comprising: 

• a base station (140)(Note: The Examiner's position toward the said base station 
referenced in the prior art teaches of the same functionality of the Applicant's 
cited operations center), which reads on claimed "operations center," configured 
to implement mobile access parameters, which reads on claimed "access control 
rules," within a communication system. See column 2 lines 56-67 and column 3 
lines 1-5; 

• a said base station (140) Note that Examiner's position toward the said base 
station referenced in the prior art teaches of the same functionality of the 
Applicant's cited operations center), which reads on claimed "access device," 
configured to provide preferential access via an access parameter message 
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(column 3 lines 21-23) to a network to critical devices over non-critical devices, 
which reads on claimed "emergency and non-emergency devices," within the 
communication system based on the said mobile access parameters. See 
column 3 lines 31-47. 

Regarding claim 2, according to claim 1 , Froula continues to disclose wherein the said 
base station provides mobile access parameter that dictates the control information for 
a said mobile device. See column 3 lines 20-42. 

Regarding claim 3, according to claim 1 , Froula continues to disclose wherein the said 
mobile access parameters reside in the memory (440) of the said base station (145). 
See column 8 lines 28-40; 

• wherein the said base station (145) is configured to send control information to 
activate the said mobile access parameters. See column 8 lines 10-27. 

Regarding claim 4, according to claim 1, Froula continues to disclose wherein the said 
base station includes a transmitter (450) , which reads on claimed "wireless access 
point," configured to wirelessly communicate with said non-critical and critical devices. 
See column 8 lines 41 -48. 
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Regarding claim 5, according to claim 4, Froula continues to disclose wherein the said 
base station (145) includes: 

• a processor(430) configured to filter information based on the said control 
information. See column 8 lines 10-27; and 

• a receiver(410) connected to the said processor (430) and configured to send 
and receive wireless information form the said mobile devices. See column 8 
line 41-47. 

Regarding claim 6, according to claim f , Froula discloses method for controlling 
access to a wireless communication system comprising: 

• at least on base station, which reads on claimed "wireless access point," 
configured to wirelessly communicate with critical and non-critical devices. See 
column 2 lines 2-30; 

• As disclosed in column 8 lines 10-27, Froula discloses wherein the said base 
station includes a mobile access detector capable of monitoring the parameters 
of the said mobile devices and relaying the said information to a processor to 
generate control information based on the parameters. See column 8 lines 10- 
27. 

Regarding claim 13, Froula teaches of a method comprising: 

• validating an emergency message. See column 3 lines 23-28; 
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• implementing control information, which reads on claimed "access control rules," 
based on the mobile access parameters, which reads on claimed "emergency 
message." See column 3 lines 31-47; 

• controlling access by the wireless data device to give preference to critical 
devices, which reads on claimed "emergency devices," based on the said control 
information. See column 3 lines 21-23 and column 3 lines 31-47. 

Regarding claim 15, according to claim 13, Froula continues to disclose wherein the 
implementing includes 

extracting the said mobile access parameter from the said control information and 
installing the said mobile access parameters. See column 3 lines 20-42. 

Regarding claim 16, according to claim 13, Froula discloses wherein the implementing 
includes: Providing parameters from the said control information to installed mobile 
access parameters. See column 3 lines 2-47. 

Regarding claim 22, Froula discloses a base station containing a computer readable 
medium that stores instructions executable by one or more processors (430) to perform 
a method for controlling data access in a wireless network, comprising: (See column 8 
lines 33-40) 
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• instructions for differentiating between critical, which reads on claimed 
"emergency," devices and non-critical, which reads on claimed "non-emergency," 
devices. See column 3 lines 20-23; 

• instructions for allowing wireless data access to the emergency devices in an 
emergency zone. See column 2 lines 56-67 and column 3 lines 1-5; 

• instructions for limiting wireless data access to the non-critical devices in the said 
emergency area. See column 3 lines 31-47. 

Regarding claim 23, according to claim 22, Froula continues to disclose wherein the 
instructions for differentiating includes: 

• instructions for classifying data from a wireless device based on the access type, 
see column 3 lines 23-30. 

Regarding claim 24, according to claim 22, Froula continues to disclose wherein the 
instructions for limiting wireless data access includes instructions for denying wireless 
data access to the non-critical devices in the said emergency zone. See column 3 liens 
31-46. 

Regarding claim 25, Froula discloses a system for providing emergency wireless data 
access in a network comprising: 

• a means for receiving communication requests that were initiated by wireless 
device. See column 3 lines 31-34; 
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• a means for storing mobile access parameters and controlling wireless data 
access during an emergency. See column 8 lines 28-40; 

• a means for selectively processing the communication requests in accordance 
with the access control rules during the said emergency. See column 8 lines 28- 
40. 

Regarding claim 26, according to claim 25, Froula continues to disclose wherein the 
means for receiving includes: 

• a means for receiving wireless data from the wireless device. See column 8 lines 
10-27; 

Regarding claim 27, Froula discloses a method for controlling data access in a wireless 
network, comprising: 

• differentiating between critical devices and non-critical devices during an 
emergency. See column 3 lines 30-47; 

• allowing wireless data access to the critical devices in an emergency zone during 
the emergency. See column 3 lines 34-36, and 

• limiting wireless data access to the non-critical devices in the emergency zone 
during the emergency. See column 3 lines 31-47. 
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Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

2. Claims 7-12 are rejected under 35 U.S.C. 102(e) as being anticipated by Varney 
et al. (U.S. Patent Publication Number 2004/0095954 A1 ). 

Regarding claim 7, Varney et al. discloses a method comprising: 

• determining a need for an emergency zone in which wireless data access is to be 
restricted to emergency personnel, which reads on claimed "emergency device. 1 ' 
See paragraph [0005]; 

• associating cell site, which reads on claimed "one or more access devices," with 
the emergency zone. See paragraph [0005]; and 

• sending a priority access code, which reads on claimed "emergency message," 
to the said cell site for wireless data access within the emergency zone to be 
restricted to the emergency personnel. See paragraph [0005]. 

Regarding claim 8, according to claim 7, Varney et al. continues to disclose wherein 
the association includes: 
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• designating, by a centralized emergency-servicing agency, which reads on 
claimed "network operator," a set of access device as corresponding to the 
emergency zone. See parameter [0005]. 

Regarding claim 9, according to claim 7, Varney et al. continues to disclose wherein 
the said priority access code includes control rules for provisioning of the said cell site, 
which reads on claimed "storage in and implementation by one or more access 
devices." See paragraph [0005 and 0020]. 

Regarding claim 10, according to claim 7, Varney et al. continues to disclose wherein 
the emergency message included one or more commands to activate access control 
rules that reside in the one or more access devices. Varney et al. teaches in paragraph 
[0005] wherein the service priority grouping is a group of cell sites deemed as the 
emergency coverage area. See paragraph [0020]. 

Regarding claim 11, according to claim 7, Varney et al. continues to disclose sending 
the emergency message to one or more wireless access points that wirelessly 
communicate with the emergency devices. The priority access code is sent to the cell 
site. See paragraph [0005]. 

Regarding claim 12, according to claim 7, Varney et al. continues to disclose sending 
the emergency message to one or more SGSN, which reads on claimed "gateway 
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devices", that control traffic from one or more wireless access points. See paragraph 
[0017]. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claim 14 is rejected under 35 U.S.C. 103(a) as being unpatentable over Froula 
(U.S. Patent Number 6,356,767 B2) in view of Schweitzer (U.S. Patent Publication 
Number 2002/01 76545 A1). 

Regarding claim 14, according to claim 13, Froula teaches of a method comprising: 

• validating and emergency message. See column 3 lines 23-28; 

• implementing control information, which reads on claimed "access control rules," 
based on the mobile access parameters, which reads on claimed "emergency 
message." See column 3 lines 31-47; 

• controlling access by the wireless data device to give preference to critical 
devices, which reads on claimed "emergency devices," based on the said control 
information. See column 3 lines 21-23 and column 3 lines 31-47. 
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However, Froula fails to disclose wherein cryptography is used to validate the 
emergency message using cryptography 

Schweitzer teaches in paragraph [0061] wherein an emergency message is issued 
used the highest level of encryption. 

Therefore, at the time of the invention it would have been obvious to a person of 
ordinary skilled in the art to modify Froula to include Schweitzer in order to provide the 
emergency message, sent to designated device, with the highest level encryption to 
ensure the security of the message is not violated. 

4. Claims 17 and 19-21 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Froula (U.S. Patent Number 6,356,767 B2) in view of Varney et al. (U.S. Patent 
Publication Number 2004/0095954 A1). 

Regarding claim 17, according to claim 13, Froula teaches of a method comprising:' 

• validating and emergency message. See column 3 lines 23-28; 

• implementing control information, which reads on claimed "access control rules," 
based on the mobile access parameters, which reads on claimed "emergency 
message." See column 3 lines 31-47; 

• controlling access by the wireless data device to give preference to critical 
devices, which reads on claimed "emergency devices," based on the said control 
information. See column 3 lines 21-23 and column 3 lines 31-47. 
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However, Froula fails to disclose wherein controlling the access includes limiting 
wireless data access to emergency devices based on a set of addresses 

Varney et al. teaches wherein a text messages are sent to emergency personnel 
in the area of concern; therefore, it is obvious that an address is used to designate the 
recipient of the message. See paragraph [0020]. 

Therefore, at the time of the invention it would have been obvious to a person of 
ordinary skilled in the art to modify Froula to include Varney et al. in order to provide a 
means to send information to a selected group of emergency devices via an address 
scheme. 

Regarding claim 19, as the combination of Froula and Varney et al. is made, the 
combination according to claim 17, Froula fails to disclose wherein the set of address 
includes Internet protocol addresses. 

Varney et al. discloses in paragraph [0020 and 0021] wherein the messages are 
sent via a URL. 

Therefore, at the time of the invention it would have been obvious to a person of 
ordinary skilled in the art to modify Froula to include Varney et al. in order to provide a 
means to send information to a selected group of emergency devices via an address 
scheme. 

Regarding claim 20, as the combination of Froula and Varney et al. is made, the 
combination according to claim 17, Froula fails to disclose wherein the limiting wireless 
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data access includes selectively refusing to complete a communication protocol 
handshake. 

Varney et al. discloses in paragraph [0027] wherein if determination is made 
which indicates that the mobile subscriber should be denied service, the call process is 
ended. 

Therefore, at the time of the invention it would have been obvious to a person of 
ordinary skilled in the art to modify Froula to include Varney et aL in order to provide a 
means to send information to a selected group of emergency devices via an address 
scheme; however, if it is determined that the said mobile device shall be denied, the 
process ended. 

Regarding claim 21, as the combination of Froula and Varney et al. is made, the 
combination according to claim 13, Froula fails to disclose wherein the controlling 
access includes: 

limiting wireless data access to emergency devices based on the authentication 
information provided by the said emergency device. 

Varney et al. teaches in paragraph [0027] wherein the identity of the said mobile 
device and the received priority access code is compared against each other to verify 
authenticity. 

Therefore, at the time of the invention it would have been obvious to a person of 
ordinary skilled in the art to modify Froula to include Varney et al. in order to provide a 
means to send information to a selected group of emergency devices via an address 
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scheme; however, if it is determined that the said mobile device shall be denied, the 
process ended, otherwise the process continues. 

5. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over Froula 
(U.S. Patent Number 6,356,767 B2) in view of Varney et al. (U.S. Patent Publication 
Number 2004/0095954 A1 ) in further view of Tari et al. (U.S. Patent Number 6,542,491 
B1). 



Regarding claim 18, as the combination of Froula and Varney et al. are made, the 
combination according to claim 17, fails to clearly disclose wherein the set of address 
includes media access control (MAC) address. 

Tari et al. discloses in column 7 lines 9-15 of IP address including the identifier 
for each of the devices. This identifier is the MAC address belonging to that said 
device. 

Therefore, at the time of the invention it would have been obvious to a person of 
ordinary skilled in the art to modify the combination of Froula and Varney et al. to 
include Tari et al. in order to provide an identifying mean for each of the said devices 
being sent control information during an event of an emergency. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Randy Peaches whose telephone number is (571) 272- 
7914. The examiner can normally be reached on Monday - Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Marsha D. Banks-Harold can be reached on (571 ) 272-7905. The fax 
phone number for the organization where this application or proceeding is assigned is 
703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Randy Peaches 
June 23, 2005 



MARSHA D. BANKS-HAROLD 1 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2600 



